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This article is opening with a truism. We operate 
in an increasingly complex digital working envi-
ronment; systems interact invisibly behind the 
“wall” of an interface without much attention 
from the user. It matters little whether the 
worker is a corporate vice president or a college 
freshman. Users assume the system will recog-
nize (with minimal interrogation) their right to 
access information at the point of need. Should 
it matter what network or computing device 
(desktop, laptop, mobile, etc.) is in use? The ex-
ception being, the inconvenienced user, there is 
not much attention paid to the labyrinthine pro-
cesses required of stakeholders to enable au-
thenticated access. 

Behind the scenes, of course, there is not a sim-
ple one size fits all mechanism for identity and 
authentication management (IAM). In particu-
lar, academic institutions are of different sizes 
with diverse populations. Each operates under 
different sets of budgetary constraints. For prac-
tical reasons, the approach to authentication 
management in place at a small teaching college 

is not the same approach adopted by a statewide 
system or by a single Carnegie, I research uni-
versity. An administrative choice of relying on 
IP ranges (proxy servers) or single sign-on is a 
decision point according to such variables as 
staff and financial and technological resources. 
The perception for many information profes-
sionals is that IAM is really a concern to be ad-
dressed at the administrative level (who will 
likely assign it to some local IT unit) or remotely 
by the platform provider.   

Even at the library level, there are many practi-
cal questions. What are the trade-offs? Is the 
user experience so very negative that a change is 
necessary? What solutions are on offer? Which 
of the options are affordable by a particular in-
stitution? Can the change in delivery manage-
ment occur at the library level or does that 
change require buy in from other administrators 
on campus? Will it scale?  
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System security and maintenance frequently fall 
outside of the library’s purview and other cam-
pus IT units may not have a sufficiently close 
working relationship to understand why iden-
tity/access management represents a concern 
for libraries. Administrators may not view barri-
ers faced by users in accessing information as a 
particular priority. Finally, as institutions of 
higher education continue to wrestle with budg-
etary constraints, there is little enthusiasm for 
incurring new overhead costs associated with 
membership in one of the emerging trust federa-
tions or for extended licensing and support of 
advanced identity management software. Partic-
ularly in the United States, given the wide range 
of institutions in terms of resources, enroll-
ments, and funding, it is unlikely that there can 
be an easy, out-of-the-box solution suited to all.  

Unquestionably, this problem meets the defini-
tion of a wicked problem – one where there may 
be conflicting requirements or constant flux in 
determining the appropriate criteria for a solu-
tion. In such a situation, a solution can only 
work if it is the result of cross-sector cooperation 
and collaboration. Librarians, platform provid-
ers, and IT professionals gathered under the ae-
gis of an organization such as NISO, working on 
such initiatives as the Resource Access in the 
21st Century (RA21), are more likely to identify 
a sensible pathway towards meeting the user ex-
pectation of “how things work”.  

Current technology and user behaviors for 
working with technology have reached a point 
where it is advisable that the information com-
munity revisit existing mechanisms for manag-
ing authentication and access. Many within the 
community have begun thinking about how best 
to address the problem and preferred solutions  

Rationale for RA21 

The initial impetus behind the RA21 initiative 
arose from librarians themselves, those deeply 
involved with researchers and the workflows of 

scientific research and development. The 
Pharma Documentation Ring (http://www.p-d-
r.com/) is an association whose members repre-
sent the corporate information centers of the 
large, international companies working in drug 
development. The information centers of these 
firms were seeing that researchers required the 
means to connect to appropriately licensed ma-
terials via external (off-campus) networks.  Fur-
ther, those connections required the use of a va-
riety of devices and occurred in changing geo-
graphic locations. The demonstrable inadequa-
cies of IP-based authentication in that context 
deepened further by on-going cycles of mergers 
and acquisitions of companies. Managing IP ad-
dresses required extensive oversight by content 
providers as well as their pharmaceutical cus-
tomers. An authenticated IP address belies the 
assumptions that the user is from a particular 
geographic location. Even when working in a 
realm of proxy servers and virtual private net-
works, such an assumption was faulty. Logi-
cally, approved access should be a matter of 
user identity rather than physical positioning.  

Ultimately, two cross-sector membership organ-
izations – the International Association of Scien-
tific, Technical, and Medical Publishers (STM), 
headquartered in Europe, and the National In-
formation Standards Organization (NISO), 
headquartered in the United States – jointly un-
dertook the responsibility of shepherding dis-
cussions. The intent was not for content and 
technology providers to dictate to customers, 
but rather to expand awareness of proven ap-
proaches to authenticate and spotlight success-
ful practices already in place at some research 
universities. What kind of implementations 
would cause the least disruption to the infor-
mation community? What best practices or 
guidelines academic institutions working to ac-
commodate non-traditional workflows – those 
in use by researchers and faculty as well as ris-
ing student populations, might use?  How might 
trade-offs as well as costs be minimized?  
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The International Association of STM 
(https://www.stm-assoc.org/) has over 120 
members from 21 countries. That membership 
encompasses a diverse group of commercial, so-
ciety, and professional association publishers, 
enabling access for a variety of disciplinary com-
munities to scholarship and research data 
hosted on multiple platforms.  

NISO (https://www.niso.org) numbers in its 
membership more than 130 national, academic, 
and research libraries in addition to a cross-sec-
tion of content and technology providers.  

In both of these communities, the stakeholders – 
libraries as well as those who supply and host 
content – have a desire to improve the user ex-
perience equally and to improve system efficien-
cies and functionality.  

What is the Answer? A Collaborative Ap-
proach  

User frustrations arise when the individual faces 
interruption in accessing sought-after materials 
by a series of confusing and potentially obscure 
prompts. Users may not have all of the needed 
log-ins or passwords to pass through such secu-
rity measures. Indeed, all the user may mentally 
register is that the process requires more than 
five clicks (and frequently as many minutes) to 
reach the desired content. Given users’ percep-
tion that access should be nearly instantaneous, 
this process is both frustrating as well as time-
consuming. Such frustration makes it difficult 
for users to resist the convenient access offered 
by alternative (if potentially problematic) ser-
vices, such as SciHub.  

Ideally, achieving a better pathway for users oc-
curs through the implementation of federated 
identity or access management. Trust federa-
tions are groups of stakeholders coming to-
gether in collaborative agreements to enable a 
common channel of exchange of data in situa-
tions of high volume. The most immediately rec-
ognizable example of a trust federation would 

be cooperative arrangements between banks and 
merchants in extending credit. A trust federa-
tion in the context of higher education in the 
United States would be InCommon (www.in-
common.org). A student, researcher, or faculty 
member receives a single credential or token in-
dicating authorized recognition of his or her en-
titlement to access specific systems and re-
sources. The credential or token exchange occurs 
swiftly between the Identity Provider (the insti-
tution or corporate enterprise) and Service Pro-
vider, resulting in rapid access for the author-
ized individual. Speed of access would not be 
the sole benefit. Implementation could allow a 
more robust integration between information re-
sources and automated workflows; conse-
quently, there would be fewer interruptions to 
the researcher’s discovery and thought pro-
cesses. The enhancement is a system security 
that eases the concerns of libraries and their par-
ent institutions as well as service providers. In a 
period when libraries produce indicators of re-
turn on investment, single sign-on systems offer 
further usage and behavioral data as well as in-
creased visibility to the patron community.  

The underlying technology favored by those in-
terested in fostering this type of single sign-on 
approach and the one currently in use in exist-
ing RA21 pilots is SAML (Security Assertion 
Mark-Up Language). SAML – an open standard 
− emerged from a cross-sector collaboration be-
tween corporate enterprises, non-profits, and 
government agencies. Systems that have imple-
mented that standard can exchange information 
with minimal information about the user being 
required, essentially needing just a numerical ID 
token and an indicator of affiliation with an au-
thorized group. The technology satisfies the 
need for efficiency in that the user no longer has 
to supply the information multiple times. Con-
tent suppliers gain the information associated 
with the user’s attributes (whether the individ-
ual is a walk-in user, a faculty member, and a 
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graduate student) rather than obtaining the data 
indicative of the user’s identity.  

That is important, given that there are specific 
use cases requiring special attention. For exam-
ple, those working in medical libraries are well 
aware that the use of physician credentials allow 
an individual to sign-on to hospital systems in 
highly specific contexts. Only through mutual 
discussions and collaboration can information 
community stakeholders develop the best means 
for enabling access in specific use cases. It is for 
that reason that NISO, with its diverse member-
ship of libraries, technology providers, and con-
tent suppliers, holds the position to build trust 
and facilitate development of best practices and 
guidelines.   

Aside from RA21, emerging from corporate enti-
ties such as Google, are initiatives such as 
Google CASA (Campus Activated Subscriber 
Access), which works in conjunction with 
Google Scholar’s Subscriber Links program to 
solve the same issue for researchers seeking ac-
cess to materials while working off campus.  A 
number of content providers serving a variety of 
research communities – JSTOR, Project Muse, 
Gale − as well as platform providers such as 
Highwire have enabled support for CASA. 

Resisting the Shift 

The resistance of academic libraries to embrace 
the enhancements that single sign-on ap-
proaches appear to offer has surprised some.  

At a recent NISO Forum on the topic, Cody 
Hanson, Director of Web Development for the 
University of Minnesota Libraries, provided his 
own and others’ rationale for resisting a call to 
move to single sign-on approaches. (A recording 
of his presentation is freely accessible at 
https://showcase.dropbox.com/s/Digital-Li-
braries-Authentication-Access-Security-for-In-
formation-Resources-
UqqQcjJMiwIEI0wfPBaKI.)  Hanson stressed the 

following value derived from adhering to the 
older technological approach: 

(1) Privacy Protections.  Citing the American Li-
brary Association’s code of ethics as well as le-
gal requirements imposed by the laws of Minne-
sota as well as by federal authorities, Hanson 
noted that protection of patron privacy is a cen-
tral tenet for the profession. User interactions 
with resources, either a digital resource or a 
physical publication, remains confidential. Even 
when inadvertent, usage becomes associated 
with identity, and that connection becomes po-
tentially sensitive information. For the Univer-
sity of Minnesota Libraries, use of a proxy server 
acts as a firewall for individual identity as it is 
submerged in the aggregated dataset. 

(2)  Security. Academic institutions are keenly 
aware of the need to guard against security 
breaches resulting from compromised user ac-
counts and, for some university systems, use of 
Shibboleth protections may already be in place. 
The protection of campus information systems 
containing relevant data pertaining to student fi-
nancial aid or medical information, and banking 
information associated with payment of taxes 
and payroll, is carefully undertaken. However, 
in the context of wrongful access to information 
resources, the verification of claims of abuse 
need to delineate that the issue is because of bad 
intent rather than user error or overly sensitive 
algorithms. Sticking with IP ranges and proxy 
servers allows the library the diligent oppor-
tunity to verify claims of abuse on behalf of pub-
lishers and content providers without unneces-
sarily revealing the identity of the user.  

(3)  Business Intelligence.  The perception is us-
age data independently gathered through server 
logs are an invaluable mechanism for analyzing 
which user populations are accessing a particu-
lar resource or as an independent check against 
vendor-supplied usage statistics. Given the mil-
lions spent at academic institutions across North 
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America, such reliance on internal reporting 
simply represents good stewardship.  

Speaking at the same event, Tim Lloyd, CEO of 
Liblynx, provided his own experience-driven ra-
tionales for why consideration of the shift to sin-
gle sign-on might still be in the best interests of 
an institution. 

(1)  Cost of Maintenance. One significant consid-
eration put forward was that the continued use 
and regular maintenance of web proxies repre-
sent a substantial drain on the institution. 
Changes to web-based practices and protocols 
(such as the use of cookies in the wake of the Eu-
ropean privacy legislation, general date protec-
tion regulation, or the move to https://) require 
the time and attention of information technology 
staff for appropriate handling.  Given that insti-
tutions handle the deployment of staff so differ-
ently depending upon their missions and enroll-
ments, the costs associated with maintaining 
proxy servers is significant.  

(2) Reporting User Behavior. Current proxy 
servers allow usage tracking by the library 
alone. That represents a defense for libraries 
concerned with patron privacy. However, there 
are misunderstandings about the benefit to the 
publisher’s access to user data generated via the 
single sign-on approach. Properly implemented 
by the institution, the approach does not yield 
the volume of data needed to generate robust 
personalized services.  

As an additional protection, Lloyd referenced 
the “scaleable consent” initiative whereby an or-
ganization provides tools and policies for the 
user that allows the individual to make their 
own choices about what information or attrib-
utes of the user releases to the service provider. 
Such an approach exists at Duke University. 
(See Lloyd’s presentation as well as those of 
other speakers at this event at 
https://www.niso.org/events/2018/05/digital-

libraries-authentication-access-security-infor-
mation-resources)   

(3) Risks to the User.  Continued use of IP filter-
ing represents a risk to users as well as to their 
institutions. IP filtering is insecure and easily ex-
ploited by bad actors. Lloyd characterized such 
systems as “messy” and “soft targets for fraudu-
lent access”, noting at least one instance where 
the access licensed by one UK institution had ac-
tually been attributed to an entirely different 
one. The virtue of moving to a federated trust 
approach would be an improved capability for 
libraries to formulate security protocols that 
would be more precise and secure.  Users, prone 
to using duplicative or weak passwords, would 
have just the single numerical token, readily 
tracked by the institution.  

The Call to Become Involved 

For librarians who are committed to ensuring 
positive user experiences in discovering and 
navigating to relevant content, recognizing the 
investigating and implementing authentication 
management systems is a priority. User behav-
iors are unlikely to change; mobility and device 
preferences will continue to drive demands 
placed on libraries and information resources.  

That being the case, it is critically important that 
professionals from the academic community en-
gage with content and system providers to en-
sure that proposed approaches satisfy library 
needs. Engaging in such constructive discus-
sions allows library professionals to offer key in-
sights and ensures that appropriate solutions for 
the academic environment emerge in timely 
fashion. At the same time, the engagement with 
providers allows universities to prepare and 
budget for this opportunity to improve the user 
experience. As with any collaborative effort, the 
first step is to express interest in participating in 
the process. Reach out to professionals working 
with RA21 or similar initiatives and engage 
them of your enthusiasm for building a better 
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set of solutions for identity and authentication 
management. 

There are other ways to signal your interest in 
engaging with this issue.   

 Ensure familiarity of library colleagues, 
campus IT professionals, and adminis-
trators with the advantages associated 
with membership in one of the emerg-
ing Trust Federations for institutions of 
higher education. Those advantages 
might include more reliably secure web-
based access to information services, re-
duction in IT costs associated with sup-
port and maintenance of proxy servers, 
and minimization of abuse claims that 
require staff intervention.  

 Document data collection from sub-
scription services and engage in discus-
sions with those providers about their 
rationale for collection and/or transferal 
of specific data elements through system 
APIs. Invite those working in campus IT 
to join in those discussions. Precisely 
identify the data for collection that each 
party feels necessary or (alternatively) 
wishes to avoid retaining. Doing so may 
help to eliminate risks for all stakehold-
ers.   

 Work through cross-sector associations 
such as NISO to develop useful materi-
als (something like an Authentication 
Management 101 course or primer) with 
vendors and other stakeholders. Doing 
so can ensure common understanding 
of terminology and processes in investi-
gating and implementing authentication 
management systems. Such aids might 
include an overview of the existing 
landscape, a glossary of terminology, 
the identification of the roles of partici-
pants, the identification of challenges 

and options, and the outline of a deci-
sion path.   

Most importantly, bear in mind that these dis-
cussions about upgrading the means of authen-
ticating users are not because of a desire to add 
superfluous bells and whistles to existing infra-
structure. Rather, the intent is to enhance the 
“under the hood” processes that support the ac-
tive use of the infrastructure. Digital environ-
ments do not remain static; even in the absence 
of true disruption, human engagement with 
those environments drives change. 

The position held by academic librarians allow 
them to observe how students, faculty, and re-
search professionals react to technical “speed 
bumps” that hinder their workflow. By working 
closely with campus IT groups, librarians can in-
fluence the thinking about solutions to better 
satisfy the needs of their users, and through 
early collaboration with content and platform 
providers, librarians can ensure the applicability 
of those solutions to the use cases encountered 
in their institution, which will prove in the best 
interests of their communities.  
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