











Figure 2.2: Bratton's model of the stack

Bratton asserts that it is difficult, if not impossible, for the agent (represented by
the User layer) to be completely aware of the effects and implications associated with
activating each layer, due to the obfuscated nature of computing and its relationship to
the environment. For example, when the user interacts with the Interface layer, the
address layer sends data to a receiving address by communicating over the network, for
example using a server. The server, a physical object, has energy costs to maintain, as
well as the impact of its infrastructural placement and construction. There are numerous
procedures that were invoked upon fabricating the components, such as obtaining
materials and financing individuals to contribute to the project. Each of these are
inextricably linked by the manipulation of resources.

The cloud layer, in Bratton’s example, could be represented by tech entities such

as Google. By appropriating the word “cloud,” Bratton is subverting this nebulous and
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misleading term, as it is understood by the mainstream culture, repurposing it for his
vision, while at the same time acknowledging its newfound permanence in our lexicon.
Bratton’s cloud is not simply an advancement in data hosting for personal and business
convenience, but a governing body that has analogs to the Westphalian state. Companies
like Google are enacting more and more policies that resemble services issued by the
State, such as identity politics and mobility services that are diffusing into the real world.
The jurisdiction of the cloud is widening to provide influence in societal functions such
as assigning geographic limitations governing user behavior. One example of this
influence is regional restrictions on content. YouTube, for example, may let users view
certain videos if they are located in the United Kingdom, but the same content is not
available if they are located in the United States.

This assertion of power can have unexpected and dangerous results as is
evidenced in a 2010 border dispute between Nicaragua and Costa Rica. Figure 3.3 shows
a map of the two countries and the contested area. Nicaragua authorized an initiative to
dredge 33 kilometers of water along a river bordering the two countries. It is alleged by a
Costa Rican news agency that this was justified by examining the area using the Google
Maps service, which erroneously displayed the border by nearly 2.7 kilometers.”* A
Google representative acknowledged the error in the Google Maps service, while adding,

“by no means should they be used as a reference to decide military actions between two

%> Mark Brown Wired.co.uk, “Nicaraguan Invasion? Blame Google Maps,” WIRED,
November 8, 2010, http:// www.wired.com/2010/11/google-maps-error-blamed-for-
nicaraguan-invasion/.
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countries.””® However, this incident illustrates the very real authority that is held by non-

state actors such as Google.
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Figure 2.3: Disputed area betwen Nicaragua and Costa Rica

The shift that Bratton describes of State actors taking on elements of the cloud,
and vice versa, can be easily applied to alternative networks. The space that now exists
online that we call cyberspace, can be split off into numerous sub-divisions, each with its

own set of rules governing space.

Splintering and Network Fragmentation
While currently we look at cyberspace as a unified meta-space produced by the
cooperation of the pieces of the network, it is easy to apply this concept to alternative
networks that are not connected to the Internet. Each isolated network would produce its

own space, or world, in which cyber-personas populate. Indeed configurations such as

%3 “Google Maps Blamed for Conflict Between Costa Rica and Nicaragua,” The Tico
Times, accessed April 14, 2015, http://www.ticotimes.net/2010/11/05/google-maps-
blamed-for-conflict-between-costa-rica-and-nicaragua.
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this are emerging in various forms already all over the world. Additionally, Privacy and
security on the Internet is becoming a more widely accepted topic of consideration for
entities that utilize the Internet. Because of this, researching the efficacy of developing
network alternatives will become a relevant subject for exploration in the near future.

The revelations of the National Security Agency’s PRISM program have ignited
concerns of privacy, leading some countries to consider hosting and managing private
within their borders.’* Rather than using services such as Google and Dropbox, these
nations develop their own similar services that can be controlled and maintained by
themselves. Because these, and many other similar service providers are United States
corporations, they are considered insecure due to NSA snooping concerns.

There is a strong opposition to this practice, mainly by the corporations and
interests of technology companies. Geographic splintering of the Internet would result in
increased difficulty for the tech giants to continue providing the type of unified services
that they specialize in. This would produce a lessened ability to collect user data, which is
their main economic commodity. The data that these corporations harvest provide
incredibly detailed information on people’s habits, which is then used to produce targeted
marketing and advertisements.

Entities all over the world are looking at alternative means of engaging with
cyberspace for these reasons. In yet another example of cloud and state swapping roles,
there has been an initiative in some geopolitical arenas towards fragmentation, or

splintering of their networks. Fragmentation of the Internet has also been referred to as

%" The NSA’s PRISM program allowed the United States to monitor all communication
entering and exiting its borders. Because many of Google’s servers are located overseas,
this provided the NSA with near blanket access to global communication.
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Balkanization, but some view this as a pejorative term which trivializes the violence and
bloodshed associated with the breaking up of the Balkan peninsula in the 19" century.

Regardless, the association with political boundaries is apt. Yet, the initiative by
state actors to contain their networks within national borders, restricting how the
networks are able to interact with the wider Internet has been discouraged by some
analysts.” Still, many countries are seeing this as a viable measure of security for
national data. Still, the NSA spying programs have provided an impetus for countries to
demand tighter control over network communications.

Brazil is one of the most prominent nations to implement the process of
fragmentation. After the PRISM scandal broke, their president, Dilma Rousseff vocally
opposed this practice, condemning the NSA’s international spying initiative. “Without
the right of privacy, there is no real freedom of speech or freedom of opinion, and so
there is no actual democracy... without respect for [a nation’s] sovereignty, there is no

9996

basis for proper relations among nations.””” Brazil began enacting a policy to re-examine

their nation’s network infrastructure and protect its data from inside its borders.

Augé-Places and Coded Spaces

%% Sascha Meinrath, “We Can’t Let the Internet Become Balkanized,” Slate, October 14,
2013,

http://www.slate.com/articles/technology/future tense/2013/10/internet balkanization m
ay be a side effect of the snowden surveillance.html.

% Colum Lynch, “Brazil’s President Condemns NSA Spying,” The Washington Post,
September 24, 2013, http://www.washingtonpost.com/world/national-security/brazils-
president-condemns-nsa-spying/2013/09/24/fe1f78ee-2525-11e3-b75d-
5b7f66349852 story.html.

58



In Networked Publics Kazy Varnelis employs the thoughts of anthropologist Marc
Augé as a fascinating lens through which to look at online culture.”” Augé defines a
separation between “places” and “non-places,” referring to physical spaces where people
congregate or pass through. Using his terms, a “place” connotes a notion of togetherness,
relationships and community, while the non-places are more sterile, purely functional and
devoid of emotion and connection. It is an interesting take on the human relationship with
infrastructure. Augé argues that pure “places” are disappearing as our world is being
taken over by non-places. For example he lists some non-places as “airports, airplanes,

freeways, parking garages, but also refugee camps and shantytowns.””

They do not
support quality human interaction, and instead guide people to perform functions of
utility, such as participating in commerce, or at their worst, oppressing people by taking
away choice.

These descriptors illuminate the notion that valuable human relationships are in
symbiosis with their environment. Take, for example, large sporting arenas where
thousands gather to watch an event together. The infrastructure is both inspiring to us
with their dizzying structure, but also they are brought to life only by our presence. The
intertwined connection between person and place is even more dynamic when using
Augé’s example to categorize the ties that bind us.

Extrapolating further, it becomes easy to understand how are interaction with

networked spaces produces meaning as well. In cyberspace, the infrastructure is flat—

there are no awe-inspiring arenas to marvel at. And though the worldwide “series of

T Varnelis, Networked Publics., 18

8 Ibid.
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tubes” is indeed an unknowable super-structure, it is not made visible, and not sensed in
the same way.”” However, alternative networks that are integrated into a visible space can
marry the physical and the virtual spaces in exciting ways.

Author Jason Farman in Mobile Interface Theory studies this concept of
embodiment through technology by situating it within the human condition. He explains
that our relationship with space goes beyond simply existing within space, but rather that
“space is constructed simultaneously with our sense of embodiment.”'* Rather than
thinking of our relationship with space as unconnected, Farman suggests that
consciousness itself produces space. Embodiment is the process through which we
interact with space, and that “those interactions dramatically change the essential

character of space.”'"!

This applies to networked space as well. When we interact with
objects, people, and even “bots” or rudimentary forms of Al, we are constructing space

that’s as real online, as it is in the physical world.

Geographic Scope
Globalization and localization can work in concert and should be considered as
two sides of the same coin. The adage “think globally, act locally” is applicable in the
alternative networking movement. Much of the character of the Internet has been

ascribed to its ability to connect the entire world. There is a benefit in this, to social and

%% Senator Ted Stevens in 2006 referred to the Internet as a “series of tubes,” and was
widely criticized in the media due to the overly reductive nature of the metaphor.

19 Jason Farman, Mobile Interface Theory: Embodied Space and Locative Media (New
York: Routledge, 2012)., 18

! Ibid.
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economic applications. People tend to be more conscientious toward members of their
same group, and global networking can produce feelings of inclusiveness. Conversely,
local strategies have a positive impact on using resources that can be obtained without the
expended energy of transporting them across large distances.

Alternative networks can add networking infrastructure to places that don’t have
it, and can be done without intervention from major players like ISPs. In other words, it
can be accomplished by activist organizations or local communities working together.
Additionally, alternative networks can be made privately and hidden, thus providing local
free network initiatives the ability to add network infrastructure surreptitiously as deemed

necessary.

61



ALTERNATIVE MODELS OF CONNECTIVITY
Introduction to Alternative Networking

Alternative networking is a broad term that refers to anything that falls outside of
the traditional model of connectivity. The traditional model is where the end user
connects via “last mile” access from an ISP who, in turn, connects via backbone access
from a Tier 1 provider. In this example, the ISP is the gateway between the consumer and
the Internet. The ISP may own or lease the last mile infrastructure, and therefore
commands a large amount of control of how the data is shaped, and how the
infrastructure is deployed. Comcast, the country’s largest Internet provider, has been
criticized for only providing infrastructure to locations where it is commercially
advantageous, thus leaving out rural and poor areas that do not meet this criteria.'’*
Because many of the important protocols and specifications that comprise the Internet
have been classified as open source, computer networking can exist and be functional on
its own, without needing to abide by the traditional model.

Fortunately, there is a host of emerging technologies on the market that will make
development of alternative networking much easier. What was once the exclusive realm
of geeks and computer enthusiasts can now be utilized by artists and activists. In the past

decade, the evolution of web design and other coding practices has swiftly jettisoned into

12 Gerry Smith, “AT&T, Comcast Have Spotty Record Of Giving Internet To Rural And
Poor,” The Huffington Post, accessed April 27, 2015,
http://social.huffingtonpost.com/2014/06/12/att-comcast-mergers_n 5484595 . html.
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the realm of creativity and craft. This paradigm shift has set a precedent for other
technological endeavors, and computer networking has the potential to follow a similar
trajectory.

There are many tools that are available now to construct new networking
arrangements. Along with the rise of “maker culture” in the past few years, creative
hardware manufacturers have introduced dozens of microcontrollers—small, use-specific

computing devices—to the market.'”

Products like Pinnocio mesh networking “scouts”
and Spark Core Wi-Fi development boards are approximately the size of your thumb, and

come with out-of-the-box configuration. These emerging tools have the potential to bring

alternative networking into the mainstream.

Characteristics of Alternative Networks

The proposal of this research is that alternative networking can improve digital
democracy and combat the widening technology gap by adhering to two principles. First,
alternative networking should be able to provide a low barrier of entry to set up. And
second, it should be able to provide useful and desirable services. Adhering to these two
principles will give alternative networking a shot at more widespread adoption.

Networks are sometimes viewed as mere infrastructure, or a means to an end.
Because people use networks as tools to access information online, the perception exists
that networks are static and utilitarian, but this should be reconsidered.

When referring to networks in this context, the allusion is to the elements of the

network stack that work together to produce networked spaces. This includes not just the

15 See Appendix iv.
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topography, the nodes and edges, but also the server units, including processors, memory,
and disk storage. It also includes the software that runs on the server, as well as network
cards that packetize the information and prepare it for delivery over using the protocol.
There are many “moving pieces” that work together to give the impression of a single
unit, and so this entire unit should be understood as “the network.” It should be noted that
each element that comprises the whole, is included a part. When these components are
working in concert, they produce networked space, or cyberspace.

Digital technology has a mystique surrounding it that can give the impression that
it is impenetrable or unattainable to the common individual. One of the reasons for this is
its dense and complex syntax, which, to the unfamiliar, can be daunting to overcome.
Though there is a learning curve, it is not insurmountable. At this stage in open source
development, many mature projects are fully realized; and with the help of large
discussion communities, learning how to work with technology is easier than ever before.
The continuation of this trend of inclusiveness will be important for further adoption and
propagation.

Dominant ISPs are able to provide extremely high bandwidth speeds to many
people due to their control of the last mile infrastructure and vast financial resources.
Newcomers like Google Fiber are offering major competition to the incumbent ISPs by
providing even faster speeds and lowering the price of access, though this too is
accomplished with the benefit of a hefty financial backing. Alternative networks are
mostly small-scale, and community driven. They do not have the resources to compete
with ISPs, and that is not their intention. Rather than focusing on bandwidth and

throughput, alternative networks aim to provide more versatile avenues of connectivity.
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Even so, in order to make a successful contribution to the community, an alternative
network must be able to provide an acceptable end-user experience that facilitates
adoption. While bandwidth intensive applications such as large-scale video streaming, a
la YouTube.com, may be a long way off, there are many services that can be integrated

into an alternative network to make people embrace them.

A Simple Home Network

One common example of an altnet would be a home network utilizing a system
called Network Attached Storage (NAS). This method is very popular and easy to set up.
There are several operating systems designed around this system that can be configured
in minutes. A NAS is a centralized system, which means it has a single server that hosts
all of the data, and serves it to properly configured devices on the network. The beauty of
this type of network is that it doesn’t require Internet access to work. With just a server
system and a router, a NAS can be deployed nearly anywhere. The specialized operating
system can also host numerous additional services such as media streaming and folder
synchronization. Therefore someone using a NAS can easily create their own services
similar to Netflix and Dropbox on a private network. Again, due to the open source
nature of these services, they are accessible to anyone with the technical skill to set it up;
and because of the deep community involvement associated with these open source
projects, the products are mature and the barrier of entry is fairly low. Keeping the barrier
of entry low is important, because it allows for a much wider spectrum of individuals to

learn how to build and configure this type of network.
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It is easy to see how a NAS can easily bring cloud-like services into homegrown
alternative networking scenarios with the appropriate hardware. Although this hardware
is not cheap, there is not a substantial cost associated with it; a decently performing NAS
can be built with around $500. But what if we need to bring the overhead down below
that figure? There are a plethora of emerging microcontrollers, radio devices, and
software solutions that are cheaply available and perfect for deploying alternative

networking solutions.

Implementation of Alternative Networks

Alternative models of connectivity can protect us from the monopolization of the
Internet by “state” or “cloud” entities. Because the building blocks are available to
everyone, people can take advantage of the vast resources and create custom architectures
to suit the needs of their particular implementation. In doing so, people can help close the
digital divide, support digital democracy, and have the potential to reinvigorate the public
sphere by engaging their community.

Creating and deploying networks, whether isolated or linked to the Internet, will
become as easy and commonplace as building a webpage or starting a blog.
Advancements in website and blog hosting service gained popularity in the early 2000’s
thanks to services provided by the now defunct webhosting companies Tripod and
Angelfire. It stands to reason that personalized networks can follow in these footsteps
thanks to the popularity of small wireless integrated microcontrollers and recent

advancements in the field of software-defined radios (SDR).
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SDRs are an area that has become prevalent among network enthusiasts. This is
software that handles takes on some of the workload that make hardware radios on
embedded systems more complex, allowing for simplified hardware that can reduce cost
for manufacturers and hobbyists. Typically open source, SDRs can provide powerful
capabilities to hardware radios, and have been reported to intercept cellphone
communications and detect IMEI-catchers (phony cell towers, used in man-in-the middle
attacks by hackers and government agencies.)'*

Another networking field that is gaining momentum is mesh networking and ad
hoc networking. Often they work in tandem, providing versatile configurations for
networks. Ad hoc networking operates on tier 1 of the OSI model, the physical layer,
whereas mesh networking operates on layer 3, the network layer. Because ad hoc only
enables single device-to-device connections, by incorporating mesh router, nodes in the
network can all talk to one another. This type of configuration can be implemented in
nodes placed in cars, telephone poles, buildings stoplights, bridges, and other
infrastructural locations to provide pervasive and ubiquitous networking all over. Figure
4.1 shows a diagram of an ad hoc mesh network, featuring both fixed and mobile nodes.

Developments in miniature infrastructure devices are gaining popularity due to
the ease in which networking interfaces can be integrated into PCB boards.'” Made
possible by advancement in wireless networking technology, they have the ability to

deploy network infrastructure rapidly and flexibly. These devices, such as the Pinoccio,

1% A man-in-the middle attack is when an attacker intercepts communications between
two entities without their knowledge, obtaining potentially private information.

19 See Appendix ii
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and Flutter wireless, can be powered by small, rechargeable batteries, and have powerful

radios to broadcast their signal.'*

While the throughput is currently low, inventive
developers can skirt around this by using creative programming techniques. For example,
server applications have been written to require less computational power. Nginx and
Node.js are two very lightweight alternatives to the Apache web server (detailed in the
Introduction), which is one of the worlds most popular, yet requires a more powerful
system to operate.

Pervasive, ubiquitous networking is rapidly moving into the mainstream, and it is
imperative for the public to stay ahead of the curve and take control early on to prevent
state and cloud entities from monopolizing the services. Mastering low cost networking

hardware and emergent protocols are of key importance to maintaining openness in

network infrastructure.

1% See Appendix iii
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Figure 3.1: Model of a mobile ad hoc mesh network

New hardware advancements can make it easy to deploy alternative networks for
personal, business and other use. New protocols can help prevent against certain types of
hacking and cyber attack. These advancements are helping people take more control over

technology, and networking should follow this trend.

Google project loon
Google has been working on a project using ad hoc mesh routing to bring
connectivity to remote locations. The world is vast and there are far reaches of the planet
where installing the physical infrastructure required to connect to the Internet seems
unfathomable. Taking a cue from weather balloons, which can collect information about
atmospheric conditions, Google is designing its own version of a balloon containing Wi-

Fi transmitters that share a signal with one another, and connect to an antenna on the
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ground. The balloons are capable of distributing their signal nearly 500 square miles.
Figure 4.2 shows the scale of the balloons as two technicians work on them.

This initiative, dubbed “Project Loon,” is a result of Google’s secret Project X
team, which does research and development on some of the more outlandish and
speculative ideas holding “moon shot” status. Google Glass, and the self-driving car are
two other products that have emerged out of Project X.

The methodology behind these types of projects seems to be: start with a big idea,
and work your way backwards from there. In other words, put the concept ahead of the
execution. The project has advanced to the point where Google is in talks with
telecommunications providers to bring Loon to the mainstream. Senior Vice President
Sundar Pichai said in a recent interview with Verge, "We think the model is really
beginning to work, and we have started large-scale testing... We’ll be working with
carrier partners around the world so they can build their services on top of our
backbone."'”” The project has high hopes and can be reflective of the future possibilities

for audacious alternative networking techniques.

7 Ben Popper, “Inside Project Loon: Google’s Internet in the Sky Is Almost Open for
Business,” The Verge, accessed April 30, 2015,
http://www.theverge.com/2015/3/2/8129543/google-x-internet-balloon-project-loon-
interview.
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CJDNS

In addition to hardware components, there are a number of emerging network
protocols which add to the practice of building alternative networks. Right now,
approximately 90% of Internet traffic uses the IPv4 protocol, with IPv6 swiftly becoming
a practical alternative. CJIDNS is one project using IPv6 which implements an encrypted
IPv6 network, and is intended to be a viable and secure alternative connection method
than IPv4.'%® CJDNS is that it treats each node in a distributed, non-hierarchical fashion.
As a result the protocol lends itself to being used in mesh networking applications, the

founder’s stated goal is “to have every node connected directly by physical means; be it

198 IPv4 the most popular network addressing system, allows for over 4 billion naming

addresses, which are quickly running out. The IPv6 naming scheme allows for a potential
of 3.4x10% addresses, a number far outside of the realm of reasonable computation.

71



wire, optical cable or radio waves.”'” CJDNS is a recently developed IPv6 networking
protocol that it is not compatible with IPv4. What this means is, you cannot access sites
directly from the “surface web.” As development continues, CJDNS networks will create
de facto alternative networks by nature of the separation it produces.

While not inherently a network unto itself, CJDNS is designed to route traffic
primarily over private mesh networks. The protocol is a response to the existing protocols
of TCP/IP, which were written decades ago and are becoming less effective to provide
security and reliability on the Internet. As the Internet has grown significantly since its
inception, the current practices are seen as inadequate by proponents of CJDNS and mesh
networking. The key principle that CJDNS is built upon is encryption and integrity.''°
Many of the security issues facing sites on the Internet, particularly DDOS attacks, are
due to manipulation of flaws in the TCP/IP system. The protocols written decades ago by
ARPANET have become a kludge.''" In tech-language, a kludge is a pejorative term to
describe something that was hastily built and assembled in a messy fashion, using
disorganized parts. For vulnerabilities and security issues, patches are written and
overwritten again to meet new requirements, this alternative has been written from the
ground up to provide superior performance.

One flaw of current networking architecture is centralization; CJIDNS is intended

to be used in a distributed configuration. Traditionally when a user types a human-

109 “Cjdelisle/cjdns,” GitHub, accessed November 10, 2014,
https://github.com/cjdelisle/cjdns.

10 «Cjdelisle/cjdns Whitepaper” GitHub, accessed November 10, 2014,
https://github.com/cjdelisle/cjdns.

" Ibid.
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readable web address into their browser, this is sent to a centralized domain name server
(DNS), where it is matched with the appropriate, numeric IP address. This is problematic
because as the database grows, performance issues arise due to the large amount of
entries the server must quickly analyze. The CJIDNS system does not centralize IP
addresses, but rather auto-generates them cryptographically and are uniquely assigned to

112
hosts.

Isolated networks

With so many options for hardware and software, building networks has an
exciting future in front of it, and the capability to invert the traditional models of
connectivity. Anyone from hobbyists, to enterprise entities can design and build a unique
network topography to suit their needs.

Networks can probe for objects due to the inherent nature of wireless
connectivity—the call and response action of a device pinging an access point, or vice
versa, and the exchange of unique MAC addresses. This action, gives a network more
agency and allows for networks to be used as tools of discovery, or as Bratton might view
it, jurisdiction over access.'"

Networks are inherently jurisdictions, they allow or deny access to individuals or
objects based on their credentials. In Bratton’s model of the stack, the cloud layer

represents online jurisdictions, or “polis’” as he calls them. Alternative networks such as

"2 Tbid.
'3 The Stack: Design and Geopolitics in the Age of Planetary-Scale Computation (Simon
Fraser University, Vancouver, B.C., 2014), http://www.bratton.info/projects/talks/the-
stack-design-and-geopolitics-in-the-age-of-planetary-scale-computation/.

73



private isolated networks, or infrastructurally integrated geotechnical networking are
logical extension of this concept, further marrying the geopolitical aspects of the state,
with the cloud, on a smaller scale.

I think cloud and state entities, as they merge, will develop into smaller groups of
networks, creating micro-states, or cloud-polis,” and carrying with them an aura of
mystique, desirability and exclusivity. Networks can exist in a wide variety of states and
configurations. Whether centralized or distributed, hierarchical or mesh, connected to the
Internet or isolated, networks can be deployed to adapt to many scenarios.

A common criticism regarding iso-nets is about practicality. People question the
necessity for isolated, private networks based on a utilitarian perspective of networks. But
the network does not have to be posited as a tool, it should be viewed as a space for
human interaction. And as such, it does not require an explanation for its application.
Social behaviors can be produced and organized around many phenomena. Psychology
has taught us that people find meaning in causes or affiliations. One of the most
successful developments of networking technology with regards to sociology is social
media. The corporate leaders in this field are Facebook, Twitter, Google, Linkedin,
Tumblr, and Instagram. Each of these services has millions of subscribers who interact
with one another in cyberspace regularly. Also, massive multiplayer online games
(MMOG) follow suit with enormous amounts of people participating with one another.
While certainly there is a refined aspect and a cutting-edge presentation style about these
services, but it could be argued that the social aspect is the most compelling reason

people participate in both online social networking, and MMOG’s.
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Some of the emergent technologies that can be used to design alternative
networks are not powerful enough to accommodate today’s most popular network
services, especially graphic-intensive MMOG’s and high-definition video streaming.
Rather than view this limitation as a detriment, it can be better reframed as a funnel for
creatively coded applications. Sometimes restrictions can provide an infrastructure for
inventiveness, such as Twitter’s 140-character “tweet” limit, or their companion video
service, Vine’s, six-second video loop. Internet Relay Chat is another very lightweight,
but fundamental service that can be installed on an alternative network, providing a
simple but effective method for communications.

A technological advancement that would facilitate the proliferation of networks
such as these would be the ability for network interfaces cards to simultaneously connect
to multiple wireless networks, managing the connections seamlessly. Most common
network cards in computers and mobile devices are designed to connect with one network
at a time. With multiple connection interfaces, an individual could be connected to their
enterprise Wi-Fi, and a boutique iso-net at the same time, while also sharing a separate
mobile access point with friends nearby. The user would deliberately manage this variety
of network connections, with data being selectively transmitted over each network.

With that in mind, alternative networks have a precedent for producing social
space, and there’s no reason that this space should be assigned strictly to the Internet.
Private, or isolated alternative networks will provide unique experiences within their own
networked space. This understanding will place these emerging networked spaces in a
viable position for adoption and development, particularly because of the attraction of

harnessing and defining relationships, rules and experiences within networks.
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Future Evolution

It was not long ago when building websites was the exclusive domain of
knowledgeable individuals with a strong background in computers and programming. It
started as an underground phenomenon, paralleling the rise of programming in the
1980’s. Writing and hosting a website in the 1990°s required a lot of skill due to the fact
that the technology was still relatively new. The Hypertext Transfer Protocol (HTTP) was
conceived by Tim Berners-Lee in 1989, and its first documented version (v.09) was
released in 1991. However, the concept took traction, becoming more popular each year.
Instruction manuals and guidebooks exposed HTML code to enthusiasts all over the
world, creating a large community of architects to design the web. Many other web-
programming languages such as JavaScript, PHP, & MySQL followed suit. The
underground community soon evolved into a major business sector, and now the Internet
industry is worth over one-hundred billion dollars worldwide.''* After Berners-Lee,
HTTP and HTML, dozens of languages and protocols have started as small, homegrown
entities, and risen to fame by exponential growth in participation. The vast majority of
these projects are adopted due to the accessibility afforded by FOSS guidelines, as well
as providing useful or necessary services to the community.

Alternative networks big and small have a future along these lines. In no small
part due to the decreasing size and cost of hardware technology, particularly innovations

in wireless, networking projects are becoming more and more frequent. Ten years ago the

"% James Robinson, “UK’s Internet Industry Worth £100bn - Report,” News Agency,

The Guardian, accessed April 28, 2015,
http://www.theguardian.com/technology/2010/oct/28/net-worth-100bn-uk.
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consumer market was populated with relatively few hardware networking options;
wireless routers were about it. Succeeding this, USB Wi-Fi dongles became popular
because they could add wireless capability to a desktop or another machine without it.
Now wireless chips can fit in the size of dime and can be attached to nearly anything.
This allowed hardware manufacturers to fit them into smartphones, which proliferated
their widespread adoption within the last five years.

This should be encouraging to individuals who are interested in building their
own “boutique” network infrastructure. With networking hardware following the cycle of
Moore’s law, it is easy and affordable to build and deploy personalized networks, and
incorporate a virtual space into any physical space.''” The research suggests there is a
growing interest in the field, with the many resources and communities of developers

offering their support.

Cognitive networks
Another advancement that seeks to enhance the versatility of alternative
networking is the introduction of “cognitivity” to communications technology, in this
case, networking. The concept behind cognitive networks is an extension of the field of
cognitive radio, and a logical next step in its development. The main feature of both
technologies is the concept of cognition—more specifically adaptation of procedures to
suit changing environmental conditions. In the case of cognitive radio, the unit will

dynamically change its wireless channels to make the best possible connection in a

"5 Moore’s Law says that the number of transistors able to fit in a dense integrated circuit

doubles approximately every two years. It is sometimes used to account for the explosion
in computer development from 1980-2000, and also looked at as self-fulfilling prophecy.
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particular scenario. For example if the area is saturated with wireless signals on channel
1, a device enabled with a cognitive radio feature will switch to a different channel with
less interference.' '

The cognitive network takes this concept further by embracing the whole stack.
While cognitive radio only utilizes the physical and link layer, cognitive networks take
advantage of each compositional layer of networking.''” Networks already have certain
properties that give it a sort of “self-awareness.” For example they must understand how
many connections exist at a given time, and they know how to route incoming and
outgoing data. Researchers in the field of cognitive networking are making advances that
enhance these capabilities, and add even more dynamic decision-making functions.
Imbuing senses upon networks will allow for less necessary intervention from human
agents. This will lead to proliferation of cognitive networks in the future. Cognitive
networks will be able to learn from their surroundings and make decisions based on
input. Additionally they will be able to learn from their mistakes by avoiding repetition of
unsuccessful procedures. Because of this, network cognitivity will be an important trait to

integrate into alternative networking configurations.

Sensor Networks
Alternative networking techniques can be beneficial to humans in other ways

beyond impacting social relationships and decreasing the digital divide. Thanks to

16 Fitzek and Katz, Cognitive Wireless Networks Concepts, Methodologies and Visions

Inspiring the Age of Enlightenment of Wireless Communications.

7 Ibid.
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developments in shrinking network hardware, sensors can be embedded with
communications devices to aid us in better understanding the relationship we have with
our planet.

The Internet is not only populated by the human actors creating and engaging

with content.''®

There are many artificial, automated agents communicating with one
another that exist without human interaction as well. For example many delivery systems
have sensors that report their whereabouts to tracking databases to maintain efficient
routes. Data, taking the form of barcodes and QR codes, traverse the Internet helping to
provide accountability to the supply chain. The past decade has seen a rise in appliances
that communicate over the network. This is popularly referred to as the “Internet of
things,” because of the myriad of networked objects that perform their functions quietly
amongst one another until human input is required. Security cameras, weather sensors,
and even home automation utilize network connections with increasing frequency.
Consumers can control home thermometers, lighting, lawn irrigation, and property access
by using Internet connected devices. These services ostensibly make our lives easier by
consolidating management to personal devices and automation.

Machines can now interact with the physical world by way of sensors in
increasingly complex ways. While it is still a developing field, sensor networks have
great potential to be used to help the environment and provide an effective interface with

humans and the physical world. Wireless sensor networks have many applications to

enhance environmental and human safety in ways that would not have been possible even

"8 Yen Kheng Tan, Energy Harvesting Autonomous Sensor Systems Design, Analysis

and Practical Implementation, 2013, http://www.crcnetbase.com/isbn/9781439894354.
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a decade ago. They detect subtle changes that would be imperceptible to humans, and
provide feedback to environmentalists who monitor fragile ecosystems. The amount of
data that can be catalogued helps ecologists and biologists form complex models that can
predict trends and produce robust analysis of current conditions.

In addition to being able to provide scientists with more accurate models of
environmental conditions, sensor networks can be beneficial in other ways. The devices
can be deployed in locations that would be dangerous for humans to observe close-up for
a long period of time. Scientists are utilizing these networked systems in Northern

Ecuador to monitor volcanic activity for example.'"

They can also provide information
on pollution levels in high-risk urban areas. They can be deployed in mines to alert
workers of unsafe conditions. They can be deployed in rivers and lakes to monitor human
impact, or in the ocean to study changes in the Jetstream.

By augmenting our ability to protect the environment, sensor networks act in
service to humankind as a whole, providing enhancements to our perceptions of events
taking place in the environment. They are a valuable addition to the pantheon of

alternative networking techniques due to their ability to present heightened awareness,

and act as an interface between the planet and ourselves.

Altnets Conclusion
In most alternative networking projects, users possessing a strong working

knowledge of technology are the ones who typically initiate community-led innovation.

1 Geoffrey Werner-Allen et al., “Deploying a Wireless Sensor Network on an Active
Volcano,” Internet Computing, IEEE 10, no. 2 (2006): 18-25.
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Because these projects require an initial configuration of hardware and software, those
who have a background in related technology fields comprise the community. If the
project gains traction into the wider community, people who have only a cursory
knowledge of the technological aspect, fall into other roles suited to their capabilities.
Political skills such as management and organization, as well as non-technical design
such as promotion and advertising, prove valuable in community construction. So, as the
community grows, the concentration of technology enthusiasts diffuses as others lend
their skills to the project. This helps adjust the scope to a more inclusive place, allowing
for increased levels of participation, and more democratic representation of the group.
Because of this inclusive trait of alternative networking, the ability for developing a
public sphere around the technology increases.

This research explores the emergence of network alternatives to the global
Internet. New spaces for computer networking to exist are waiting to be discovered. This
could be through new and updated protocols, and also through the use of advanced new
technology. Wireless routing hardware is becoming more specialized and can be adapted
to use for smaller, private network solutions. What is special about this is that individuals
and groups that participate in this concept will be bringing their own interests, skills, and
motivations to the table. With these tools, the paradigm of the Internet can be re-

evaluated.
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USE-CASES
RONJA and User-Initiated Innovation

One of the valuable outcomes for adopting alternative models of connectivity is to
bind participants together over a mutually beneficial outcome. By nature, community
designed networks involve teamwork between individuals and groups to construct
effective networks that are reliable and produce favorable results for network access. This
is exhibited by the user collaboration among alternative networking projects such as Guifi
in Catalina, and RONJA technology developed by a group of technology enthusiasts in
the Czech Republic in 2001. RONJA stands for Reasonable Optics Near Joint Access,
and it is a networking technology that uses visible red light to transmit data between
devices. The RONJA project was established under the precept that its users should
control the network. Aside from providing enhanced, dependable network connectivity,
the project was a great case for the benefits of employing user-initiated innovation in an
alternative networking environment.'*

The field of innovation studies (IS) has done research on the efficacy of various
forms of innovation. In particular IS research has looked at user-initiated innovation to
determine the motivations and outcomes of movements in the field. One conclusion that
has been drawn is that users innovate to fulfill a perceived inadequacy in current

commercially available models. In his article Free Space Optics researcher Johan

120 Soderberg, “Free Space Optics in the Czech Wireless Community.”
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Soderberg problematizes this supposition for not considering political motivations among
user-innovators. Soderberg’s research claims that the IS model is only half sufficient
because ideals among groups innovating from the ground up, particularly in the
technology community, are also driven by goals stemming from political factors
surrounding commercialization and co-option of technology by profit-making entities. A
more robust understanding of the value of user-initiated innovation takes into account
both factors.

In many technology projects, the free and open source (FOSS) model of
development is a foundation for their beliefs. Sharing and collaboration, rather than
preventing intellectual property from being restricted for profit, is a defining
characteristic the FOSS movement. The Czech wireless initiative studied by Soderberg

conforms to the same ideals.'?!

It is an important distinction, because proponents of this
model see the philosophy of openness as contributing to a greater good in society. This
belief solidifies a political motivation for their networking innovations. Wireless
networking in particular has minimized the necessary infrastructure for building networks
and generated excitement toward the possibility of decentralization of communications
networks that support democratic and civic ideals.

Indeed one of the founding tenants for the Czech RONJA project states that
3122

“anyone lacking previous knowledge of electronics should be able to build the device.

RONIJA achieves this end by providing detailed schematics of hardware configuration, as

! bid.
"2 bid.
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well as ensuring that the transmitters and receivers are built using easily accessible, off
the shelf components.'*?

The technical details of building a RONJA node include, in part, the innovative
use of everyday objects which, in keeping with the hacker mentality, are culled together
in what might appear to be a haphazard manner. Figure 5.1 shows a RONJA transmitter
and receiver pair, illustrating user ingenuity. Soderberg cites the use of “pineapple cans”
which could be viewed as analogous to the way in which some people have employed
“Pringles” cans to amplify Wi-Fi signals far beyond their intended range. Colloquially
referred to as a “cantenna,” inventive tinkerer’s simply install a small Wi-Fi antenna
inside of a cylindrical metal can to directionally guide the radio waves. While electronics
hardware can be purchased to achieve the same ends, the philosophy of user control
within RONJA, strived to provide components that were not proprietary, nor cost
prohibitive for users. Another example of this was implementing a common magnifying
glass to focus the optic signal, even though commercial optical lenses were available at a

higher cost. Using such unorthodox methods allows costs to be reduced significantly;

Soderberg estimates a RONJA link can be produced for less than 100 euro.'**

' Ibid.

2 Ibid.
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Figure 4.1: A RONJA transmitter and receiver pair

The RONJA devices did not use Wi-Fi radio signals however, they employed the
technique of free optics. This configuration uses LED light in its transmitter, and a
photodiode in the receiver.'”> When facing one another in a position with a clear line of
sight, the LED “blinks” rapidly, and the photodiode converts the signal into electronic
charges, which are then interpreted as binary data by the computer network. In the early
2000’s, the 10Mbs speed of free optic communication was a major enhancement over

Wi-Fi technology, which operated with much less throughput. This, coupled with a

' Ibid.
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transmission distance of over 1km, made RONJA an appealing means of networking and

brought about widespread adoption to the effect hundreds of RONJA connections.'*®

Guifi

Of all the alternative networking projects, Guifi is would probably be the largest.
At the time of this writing (@guifinet on twitter updates every day) there are 28,109
actives nodes on the network.'*’ It is a community owned, mostly wireless mesh network
located in Catalonia, Spain. By setting up a node, individuals extend the network, and
agree to share their connection with others. Guifi has become the touchstone for
community built networks due to the unprecedented adoption of its services in Spain, and
even other parts of the world.

By virtue of being community owned and operated, Guifi exhibits characteristics
associated with community led initiatives. Particularly the transition from technically
minded collaboration, to a more inclusive environment providing opportunities for
individuals who don’t posses technical knowledge. The early stages of a community built
network are typically lead by operatives with a strong background in deploying network

infrastructure.'*®

This is essential to solidifying the foundation of the network and
maintaining functionality. As the network grows, however, political elements are

introduced, such as enacting social policies around its use.

12 Ibid.

127 See: https:/twitter.com/guifinet

128 Miquel Oliver, Johan Zuidweg, and Michail Batikas, “Wireless Commons against the

Digital Divide,” in Technology and Society (ISTAS), 2010 IEEE International Symposium
(IEEE, 2010), 457—65, http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=5514608.
86



The pioneers of Guifi anticipated this and developed the Wireless Commons
license (WCL) to provide a template that could be adopted and applied by organizations
seeking to deploy community networks. Adhering to the tenants set forth in this
document provided a means for the network operators to ensure consistency and
operability as the network grew. The WCL outlines policies regarding network
management, use of the wireless spectrum, security, liability, and services. Additionally
four main tenants are issued elaborating on its function. Translated from Spanish, they
read:

You are free to use the network for any purpose, unless you are affecting the

network availability and/or the freedom of the other users.

You are free to know how the network works, and its components.

You are free to use the network for any type of communication and promote it.

By joining the free and open network, you are helping to extend the network in

the same conditions.'*’

By outlining these concepts, the creators demonstrate a commitment to grow as an
organization, and provide a useful service to their community. Notably, transparency is a
featured as an important concept contributing to its development, which fosters

collaboration and opens the door for improvement by user contributions, as illustrated in

Figure 5.2.

1% Guifi, “The Wireless Commons License - WCL in English | Guifi.net,” accessed April
28, 2015, https://guifi.net/en/WCL_EN.
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Figure 4.2: Working together to build a node.

In Wireless Commons against the Digital Divide three researchers from the
University Pompeu Fabra in Barcelona, provide an analysis of the Guifi network. The
paper investigates the characteristics that have led to the widespread success and adoption
of the organization, despite being established in a rural town in Spain, a country with one

130

of the lowest percentages of Internet adoption in Europe. °~ Their conclusions attribute

this to a mixture of “geographic, demographic, and even socio-political components.”""
Catalonia is comprised of mountainous and desert climate conditions that seriously
hinder the deployment of traditional networking models. Spain’s leading
telecommunications operator, Telefonica, left rural residents without reliable broadband
access. Another contributing factor to Guifi’s popularity was the allure of community

engagement. Guifi’s thorough documentation provided instructions for adding nodes

based on all levels of technical proficiency. It was viewed by the population as a unifying

B39 Oliver, Zuidweg, and Batikas, “Wireless Commons against the Digital Divide.”

P! bid.
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social experiment, and participants were provided with technical support, reflecting the
inclusive goals laid out by the wireless commons license. This even included sponsoring

of nodes for people who didn’t have the means to purchase the required componentry.

Isaac Wilder and the Free Network Foundation

Another organization concerned with providing open access to the Internet is the
Free Network Foundation. The FNF was founded by Isaac Wilder and Charles Libel in
2011, with the purpose of providing resources for activists and enthusiasts of developing
free and open networks. Wilder and Libel were fortuitous, in that their projects were
developed at the same time that the Occupy Wall Street movement began in New York
City in 2012. The group found likeminded people at the movement who were interested
in their networking initiatives. Their first successful project was a something called the
Freedom Tower, which was a nine-foot tall antenna that broadcast secure wireless

Internet to protestors at Occupy, and underprivileged areas.'*

Red Hook Wireless Network
The Red Hook wireless networking project is exemplary of the power alternative
networks can have to engage in community involvement while combating social
inequality. Red Hook Wi-Fi is built using mesh networking infrastructure, where nodes
are placed in strategic locations on rooftops in the densely packed neighborhood. Born

from the dissolution of communications infrastructure after Hurricane Sandy debilitated

132 Brian Anderson, “Free the Network,” Motherboard, accessed April 24, 2015,
http://motherboard.vice.com/read/motherboard-tv-free-the-network.
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much of New York City in 2012, the Red Hook wireless initiative promotes community
engagement and empowerment of the youth.

The project employs “digital stewards,” comprised of students who wish to learn
about networking technology. The digital stewards are paid hourly to maintain the mesh
nodes, and are trained on the technical specifications of the complex mesh networking
procedure. The technology training is a component of the Red Hook initiative, which is a
community learning center for youth in the area. According to their website, 75% of
participants in the Wi-Fi program go on to gain employment or further their education.'’

Providing Internet access to neighborhood residents is one of the main goals of
Red Hook Wi-Fi, but the networked is designed to be operative even if the Internet goes
down. In an interview with the New York Times, Robert Smith, a digital steward,
describes the goal of the Red Hook network to exist as an independent platform for
communications for the neighborhood in the event that access to the Internet becomes
disrupted."** Providing network services and technology training to the community as
other benefits as well because it typically leads to expanded innovation. Stewards at the
RHI learn other cutting edge skills like 3D modeling and website design.'*

By focusing on community engagement and development, Red Hook is shown to

subscribe to the idea that networking projects should be thinking locally. “The general

133 Red Hook Initiative, “Red Hook WIFI | Red Hook Initiative,” 2015,
http://rhicenter.org/red-hook-wifi/.

34 Noam Cohen, “Red Hook’s Cutting-Edge Wireless Network,” The New York Times,
August 22, 2014, http://www.nytimes.com/2014/08/24/nyregion/red-hooks-cutting-edge-
wireless-network.html.

133 Red Hook Initiative, “Red Hook WIFI | Red Hook Initiative.”
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narrative of Silicon Valley is, build an app and change the world.” Explains Joshua
Breitbart, a programmer who designed the software Red Hook uses, “there should be

299

room to say, ‘Build an app and change my neighborhood.”” This supports the notion that

community networking projects are just as valuable on a smaller scale as they are on a

global scale.'*®

Hyperboria

Seattle has a history of utilizing technology for activist purposes. In November
1999, the city played host to a large-scale mobilization movement protesting the World
Trade Organization’s international conference being held there. One thing that set the
“battle for Seattle” apart from other protests was the widespread use of “cybercasting,”
or video streaming the events taking place during the protests.'’’ The website
indymedia.com hosted these live streams, and their viewers totaled 1 Million, more than
the news agency CNN’s coverage during the protests.'**

One of the largest mesh networking projects in the United States is also hosted in
Seattle, called Hyperboria. This network uses the CJIDNS protocol described in Chapter
3. Users of Hyperboria are building the network infrastructure apart from the Internet by

using some of the technologies described in this paper, such as long range mesh

networking antennas. While Hyperboria started in Seattle, cities across the country are

136 Cohen, “Red Hook’s Cutting-Edge Wireless Network.”

37 Thomas Vernon Reed, The Art Of Protest: Culture And Activism From The Civil
Rights Movement To The Streets Of Seattle (U of Minnesota Press, 2005).

¥ Ibid.
91



building their own networks and forming “meshlocals” or local groups dedicated to
working with this technology.

Hyperboria is considered a “darknet,” meaning a communications network
designed to protect privacy and promote security. The more the network emphasizes

.. ., - 139
these characteristics, the more “dark” it is.

The security and scalability of the network,
thanks to the implementation of the CJIDNS protocol, makes Hyperbora a project worth

following.

Conclusion

Computer networking has evolved significantly since it was first conceived. The
collaborative and open nature of its foundational codes is imprinted upon its DNA,
fostering connections and cooperation to help bring about social good. By presenting
humankind with new interfaces to find our place in the world, communications
technologies will become intertwined with its effects. However, it is a tool, and it can be
used for purposes both positive and negative. If participants continue the practices of
sharing and community engagement, the future of alternative networking has the
potential to place greater control of the democratic aspects in the hands of the public. By
wresting the means of access from the gatekeepers, and constructing new spaces for
communication, the possibility of a public sphere becomes much more viable.

The potentials of alternative networking will become evident as the practice

matures. The trend of networking hardware and computer chips shrinking in size

139 Hizonner, “Definition of Darknet? /r/darknetplan,” Reddit, accessed April 29, 2015,
https://www.reddit.com/r/darknetplan/comments/32qch3/definition_of darknet.
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produces new products that are rapidly emerging, allowing for more versatile integration
of spaces and networks. Enthusiasts will continue to develop networking projects that,
over time, become adopted by a broader cross-section of the public, bringing unique
skillsets that enhance the possibilities of the network.

Much like the evolution of the HTML language from a modest style guide for
transmitting documents, to the innovative and creative craft we see today, networking
will evolve into a more tangible and substantial practice. These characteristics indicate a
reflection of the past promises of democratization, amplified, and offering hope for the
emergence of a new virtual public sphere. Reclaiming networks by implementing
alternative techniques will yet again shift the balance of power among network
communication infrastructures, and the democratizing potential of computer networking
may be presented. These alternative models of connectivity will face a trial as they
become more widely adopted, and it is up to those who continue to work with the
technology make a constructive impact. By sharing work, and providing support for one
another, the architects of the future can maintain the ethos that propelled computer

networking to the magnitude we see today.
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APPENDIX
The Flutter wireless is the result of a Kickstarter campaign to develop high-
range wireless nodes that can be deployed in mesh scenarios. Its range of 1km
far surpasses its competitors. It costs approximately $40 for one board.
http://www.flutterwireless.com
PCB, or printed circuit boards are hard, flat boards that have circuitry
embedded (printed) upon them, along with other microchips. They are one of
the most common means for integrating electronics with hardware. Recently
there has been an emergence of companies offering to produce PCBs at a low
cost, which has led to a growing culture of non-corporate electronics
manufacturing.
The Pinoccio is similar to the flutter wireless in that it is a wireless mesh node.
While it has a smaller wireless signal radius, it is designed to easily
incorporate additional chips (called “backpacks”) that extend its functionality.
The Pinoccio also has a well-supported development interface on its website,

where users can write and share code used for projects. https://pinocc.io/

Maker culture is a subset of do-it-yourself (DIY) culture that makes ample use
of 3-D printing technology and wireless networking advancements (see
Appendicies i, ii, and iii). The focus is typically a convergence of robotics, 3-

D printing, computer programming and networking.
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